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Top 5 Threat Actors Targeting
Sri Lanka

A cyber espionage group
focusing on government
institutions, defense contractors,

and energy companies in East

Asia, particularly South Korea

and Japan. Known for short-
duration 'hit-and-run' campaigns.

A suspected state-sponsored
actor from South Asia targeting
military, government, and
defense sectors across multiple
countries.
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A cyber espionage group linked
to China’s PLA, targeting
aerospace and defense sectors
with APT tactics like spear-
phishing, custom malware, and
strategic web compromises.
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Dropping
Elephant

A cyber espionage group
targeting governmental and
diplomatic organizations, using
advanced techniques like zero-
day exploits, spear-phishing, and
water-holing for intelligence
gathering.

An APT group from China
targeting high-profile defense
and government organizations

with spear-phishing, social

engineering, and custom malware
for extensive reconnaissance and
data exfiltration.
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